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Abstract: 

This paper offers an ethically, philosophically and sociologically founded study of privacy in a digital envi-

ronment of transformed humanness. The focus is on emergent trends in search technology, in particular 

Google’s powerful search engine, which contributes to the distribution and “stretching” of human life by 

making unsorted information available through keyword and -phrase searches. 

The prominence of searching in human everyday life is brought about by a mutually strengthening combi-

nation of several developments, including technological advancements and constantly growing amounts of 

information. In recent years, we have witnessed a “search war” similar to the renowned “browser wars” of 

the 1990’s, and this battle between giants like Google, Yahoo! and Microsoft has spun off a number of spe-

cialized search opportunities. One of the most thought-provoking developments is the possibility to search 

and browse satellite images using e.g. Google Earth or MSN Virtual Earth. By combining already available 

satellite imagery, these tools facilitate visual surveillance, and the potential of this technology – in a future 

when (more or less) live feeds from satellites might become an option for private individuals – is to allow 

searching and zooming in very detailed, up-to-date maps thus exposing everything that can be seen from 

above. 

In this paper I will map and study ethical problems and dilemmas that appear in the wake of emergent 

search technologies, and a number of questions will be raised: What are the ethical issues and conse-

quences of both “traditional” and specialized searching? How does searching become surveillance, and 

what are the relations between the two? How will the new “flows” of (personal) information alter the con-

ception of private and public space? The paper is divided into two main parts: Firstly, the rise of searching 

as an integral part of human life will be discussed with particular reference to Google’s search engine. Sec-

ondly, the expanding of searching to zooming will be studied, i.e. searching in satellite images using recent 

search technology; here I will focus on Google Earth. 

1. Introduction 

The prominence of searching in human everyday life is brought about by a mutually strengthening combi-

nation of several developments, including technological advancements and constantly growing amounts of 

information. In recent years, we have witnessed a “search war” similar to the renowned “browser wars” of 

the 1990’s, and this battle between giants like Google, Yahoo! and Microsoft has spun off a number of spe-

cialized search opportunities. One of the most thought-provoking developments is the possibility to search 

and browse satellite images using e.g. Google Earth or MSN Virtual Earth. By combining already available 

satellite imagery, these tools facilitate visual surveillance, and the potential of this technology – in a future 



 

 

when (more or less) live feeds from satellites might become an option for private individuals – is to allow 

searching and zooming in very detailed, up-to-date maps thus exposing everything that can be seen from 

above. 

These emergent trends in search technology, such as Google’s powerful and specialized search engine, 

contributes to the distribution and “stretching” of human life by making unsorted information available 

through keyword and –phrase searches. Besides the many obvious benefits that are facilitated by search 

engines, a number of ethical concerns have been raised. By connecting hitherto unconnected information, 

sorting unsorted data, and providing easy-to-use, efficient ways to do this, search engines have become 

one of the most powerful tools for surveillance. If you google
1
 someone, then, most often, an impressive 

amount of information regarding both private life and working relations is presented in an order of rele-

vance to the search enquiry. As it is evident to most people who have searched the web, it is at the same 

time fascinating and somewhat intimidating how much data it is possible to find about a person simply by 

entering a few keywords or –phrases. It is a question of “connecting the dots”, so to speak, as the informa-

tion is already available “out there”, and a search engine is the perfect instrument for the job. This example 

shows that surveillance is more than just a tool; it is also a way of structuring the lifeworld similar to disci-

pline (Panopticon) and other societal patterns, and it thus an important challenge to study and describe the 

surveillance in searching and, indeed, searching as surveillance. 

However, the surveillance in searching goes both ways, as the user of a search engine is exposed to surveil-

lance as well. Lots of information about the user flows back to the search engine, and especially Google has 

been accused of privacy invasion (cf. Wikipedia, 2006a). By using a unique cookie that identifies specific 

users, Google builds an extensive database of searches. If the user is signed in to use personal search fea-

tures, the stored information can include everything the user has searched for (using Google), every web-

page with Google Adsense ads, and every Blogger page visited. Furthermore, users who apply other Google 

services, including Adsense accounts, Gmail and Orkut, as well as applications such as the Google toolbar, 

can have personal information tied to their search enquiries. This information includes full name, address 

and bank account details, IP address and the number of visits to your pages with Adsense, content and 

addresses of emails and Usenet posts sent or received via Gmail, and even a number of consumer-related 

information. Certainly, it is not unusual for companies to gather information about their customers, and 

most of Google’s competitors also build databases on their users, however, the criticism of Google has to 

do with their search technology’s dominance on the market. 

In this paper I will map and study ethical problems and dilemmas that appear in the wake of emergent 

search technologies, and a number of questions will be raised: What are the ethical issues and conse-

quences of both “traditional” and specialized searching? How does searching become surveillance, and 

what are the relations between the two? How will the new “flows” of (personal) information alter the con-

ception of private and public space? The paper is divided into two main parts: Firstly, the rise of searching 

as an integral part of human life will be discussed with particular reference to Google’s search engine. Sec-

                                                           
1
 An indication of the prominence of searching in human life today and, of course, the Google search engine is the fact 

that “to google”, which means “to perform a web search”, has become a verb. Moreover, the expression that a brand, 

concept or person “does (or does not) google” is used to indicate whether useful information can be found on the 

particular subject through a quick web search (Wikipedia, 2006b).  



 

 

ondly, the expanding of searching to zooming will be studied, i.e. searching in satellite images using recent 

search technology; here I will focus on Google Earth.  

2. From surfing to searching 

2.1. Google and the rise of searching 

When the World Wide Web became widely known in the mid-1990s, a prominent buzzword was to “surf” 

on the Internet. Surfing or browsing is to follow hyperlinks that connect websites of diverse information, 

and the essence of surfing the web is thus to navigate
2
 through related websites. Of course, the impact of 

the web on society has been enormous, and the surfing culture emerging in the wake of the web has been 

equally influential. In the early days, the web was often described in terms of the surfing culture, that is, as 

a place (cyberspace) for people from all over the world to form communities based on interest rather than 

national and geographical circumstances. Likewise, the hyperlinked websites facilitated a way to explore
3
 

interests randomly by following the chain of links presented on the websites. 

Of course, this way of understanding the web is still true, but it seems to be rather inadequate. We still 

surf, but the dominant approach to the web is now searching. Search engines have become the de facto 

interface to the web and this development has brought about wide-ranging changes from culture to busi-

ness. With regard to searching it is appropriate to distinguish between before and after Google, since 

searching was of significantly less importance in the first years with the web. This, of course, is not to say 

that searching did not exist; a number of pioneering search engines, such as WebCrawler, Infoseek, Lycos, 

Excite and AltaVista, was widely used, however, web directories and other collections of links played an 

important role for surfing the web as well. Some websites combined searching and directories, and in addi-

tion the websites carried graphical advertisement as a part of the business model, which resulted in rather 

dense pages with a somewhat opaque mixture of search results, directory recommendations and adver-

tisements. 

Google’s search engine was introduced in 1998 and two changes in particular contributed to its promi-

nence: Firstly, the so-called PageRank method developed by Google founders Larry Page and Sergey Brin. 

The PageRank method is an algorithm that in part bases its results on link popularity, i.e. the number of 

links from other pages to the website, building on the premises that popular websites are also the best 

websites and thus appropriate when searching. Secondly, the Google search engine introduced a remark-

able minimalist design, which since has been imitated by most other leading search engines. The combina-

tion of innovative search technology and a fast, reliable and no-nonsense user experience has not only led 

to the success of Google, but also to a generational
4
 shift in the web culture from surfing to searching. 

As Google’s dominance on the market for search engines grew in the 2000’s, searching moved to the center 

of both business and culture of the web, and the Google-like design and technology became conditio sine 

qua non for web portals. In order to make money while still avoiding graphical advertisement, Google in-
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 Hence the name of the leading web browser in the mid-1990s: Netscape Navigator.  

3
 Hence the name of another leading web browser in the 1990s: Internet Explorer. As is well known, this software 

from Microsoft eventually won the so-called “browser war” and thus put Netscape Navigator out of business. 
4
 This metaphor is intended to illustrate that web cultures overlap and co-exist in a similar way as generations of peo-

ple. 



 

 

troduced simple text advertisement based on keywords matched with the search enquiries and this model 

is known as AdWords. The advertisers specify a number of keywords that should trigger their ads when 

used in a search, and the ads are then sorted on the left side of the search page under the heading “spon-

sored links”. The sponsor links are sorted after the amount of money they are willing to pay for a click, and 

the text ads are thus not listed in order of algorithmic relevancy (PageRank) to the search enquiry, but in 

order of highest bid per click for the particular AdWords. The rationale behind this business plan is in line 

with the Google ideal of minimalism, since the text ads would be both simple and relevant to the present 

search, and thus the commercial aspect of searching supports the no-nonsense user experience rather than 

oppose it
5
. Google’s business model turned out to be very lucrative, generating billions of dollars, and the 

AdWords model has been developed much further. 

Even though the advertisements that accompany Google searches are “relevant” for the user, they are, 

undoubtedly, still commercially biased, and this is, of course, uncontroversial in a market economy as long 

as the user can tell the difference between the two. The interesting research question is if the search re-

sults themselves are biased. In a recent panel discussion
6
 at Santa Clara University, California, Peter Norvig, 

who is Google’s director of research, argued that the search engine produces neutral results, because they 

reflect the processing of an algorithm without any “hand editing”. Norvig considers the editing of search 

results – no matter the potential benefits for the users – to be a “slippery slope” towards a non-neutral 

search engine. However, the neutrality of the algorithm itself can be questioned convincingly, even though 

Norvig, somewhat offhandedly, states that this is not the case: “I can tell you because I've looked at the 

code, that there are no lines of code that says, ‘if this page is liberal or conservative, then do this’” 

(Markkula_Center_for_Applied_Ethics, 2006). Of course, the algorithm hardly contains such explicit instruc-

tions, but that does not mean that the search results are free from social, political and ethical values and 

consequences. Numerous studies (Winner, Friedman, Nissenbaum and others) have shown that values are 

embedded in technology, and it can be argued that search technology contributes to the shaping of a new 

ethical scenario
7
. 

The key to understand and perhaps even control these value-related issues is the design of the algorithm, 

however, the code’s lack of transparency has been criticized (Introna og Nissenbaum, 2000; Hinman, 2005). 

Hinman argues that the business secrecy surrounding the search engine technology carries with it grave 

societal consequences, which should be dealt with: “We risk having our access to information controlled by 

ever-powerful, increasingly opaque, and almost completely unregulated search engines that could shape 

and distort our future largely without our knowledge. For the sake of a free society, we must pursue the 

development of structures of accountability for search engines” (Hinman, 2005). The free access to infor-

mation, which must be considered a corner stone in democratic societies, is threatened by the opaqueness 

of the search engine’s construction of knowledge. In a similar vein, Introna and Nissenbaum argue that the 

market mechanisms are insufficient as a way of influencing the shaping of the web, further, Google’s domi-

nance seems to suspend the market. Instead, they see the web as an inclusive democratic space: “This ideal 

                                                           
5
 This claim is, of course, debatable, since the purpose of advertising, whether graphic or textual, is to sell a product. 

However, it can be argued that the targeted text ads are based on relevance to and transparency for the user and in 

this way supports the user’s ability to choose or ignore sponsor links, whereas classic graphic ads seem to be some-

what more opaque and manipulative.  
6
 Audio file and transcription can be found at (Markkula_Center_for_Applied_Ethics, 2006). 

7
 For a further discussion of this issue see Anders Albrechtslund: ”Ethics and Technology Design” (forthcoming). 



 

 

Web is not merely a new communications infrastructure, offering greater bandwidth, speed, massive con-

nectivity, and more, but a platform for social justice” (Introna og Nissenbaum, 2000). To obtain this goal, it 

is suggested that commercial search engines disclose the underlying rules, i.e. the code of the algorithm, 

for generating search results. Moreover, public support should be given to the development of a transpar-

ent, egalitarian and inclusive search engine technology.  

2.2. Expanding search 

In the wake of the web culture shift from surfing to searching, Google and other companies have expanded 

their search activities significantly. Google’s mission “is to organize the world's information and make it 

universally accessible and useful” (Google, 2005), and inherent in this seemingly altruistic ambition is the 

new web culture of searching. A number of search related applications and services has been introduced 

and, again, Google has been leading the development. Among these are Google Groups, Google News, 

Google Video, Google Ride Finder, Gmail, Google Toolbar, Google Trends, Google Zeitgeist, Google Maps 

(first introduced as “Google Local”) and also Google Earth, which I will return to in the following. These and 

many other applications and services has appeared in recent years and they all share searching as a focal 

point. 

The company quotes a user saying “Google is the closest thing the Web has to an ultimate answer ma-

chine” (Google, 2005), and this testimonial describes the essence of the emergent search culture. Searching 

is ubiquitous, since most actions relating to the Internet begins, or at least involves, a search, and an evi-

dence of this is the fact that most websites today feature a search box prominently as a central part of its 

user interface; when we look for something, we search for it rather than follow links. Similarly, Google in-

troduced their e-mail service (Gmail) in 2004 with the slogan “search, don’t sort” in order to launch a 

search based way of handling e-mail. Instead of spending time filing e-mails in folders, Google implemented 

their search engine into the service to enable users to find their archived, non-sorted e-mails and contacts 

by entering a keyword or –phrase. In this way search-based e-mail services support a certain strategy of 

information management called “piling”, i.e. simply to keep all e-mails in the inbox indefinitely, rather than 

“filing”, i.e. organizing e-mails in folders. Traditionally, the main difference between piling and filing is that 

pilers spend time finding information when they need it, whereas filers spend time organizing their mails as 

they arrive, so they can be quickly found when needed. Searching seems to shift the balance between 

these information management extremes in favor of piling, since this way of handling mail facilitates a 

quick way to find unsorted information.  

It has been characteristic for Google’s business model to very often introduce new services and applications 

in beta stage, and the website Google Labs is a playground or informal showcase for the company’s ex-

perimental technology. Employees are encouraged to spend twenty percent of their work time on creative 

development projects of their own interest, and this company policy is considered the reason for the many 

innovations (Wikipedia_contributors, "Google", 2006). Besides offering new products for the users, Google 

is also building a broad information architecture, which is beneficial to the company: Firstly, the pervasive-

ness of searching in everyday life is strengthened, and this contribution to the emerging search based web 

culture of course fortifies Google’s position. Secondly, the many applications and services are a way for 

Google to collect and combine information about users, which can be used to improve the search engine 

algorithms as well as providing personalized searching. However, these developments can also be used for 

personalized advertising, and the collection and combination of personal data facilitates new flows of in-



 

 

formation. This has, rightly or wrongly, led to widespread privacy concerns while Google seems to fight a 

losing battle of convincing the world that their intentions are honest. 

2.3. “Don’t Be Evil” 

The overwhelming success of Microsoft during the last thirty years, and the company’s de facto monopoly 

on operating systems as well as aggressive expanding on other areas, both hardware and software, has led 

to the rather unflattering nickname, “The Evil Empire”. Over the years, many companies have built their 

identity in opposition to the corporate culture of Microsoft in order to dissociate themselves from what is 

claimed to be a greedy, steamrolling and absolute way of doing business. The alternative, or the counter-

culture, to this is based on open source and community – almost reminiscent of the hippie movement’s 

opposition to the establishment in the 1960s and 1970s
8
.  

Google is very influenced by this counterculture, and this is expressed in the company’s informal motto or 

slogan “Don’t Be Evil”. This veritable bon mot can be interpreted in at least two ways: Firstly, it is a way for 

Google to ridicule one of its worst competitors, almost as saying “Don’t Be Microsoft”. Secondly, the motto 

associates Google with a grass root counterculture rather than the corporate realm, and this is a way for 

Google to proclaim that they, so to speak, are on the user’s side. However, Google has become an empire, 

so “Don’t Be Evil” represents a culture of being powerful and benevolent at the same time. The strategy is 

to sacrifice possible short-term gains in order to built an image of being trustworthy or, at least, not evil, 

and this self-proclaimed character trait is central to Google’s company identity. 

However, the infamous “China question” has made a dent in the “Don’t Be Evil”-image, since Google has 

decided to comply with the Internet censorship laws in the People’s Republic of China. These laws, which 

critics have named the “Great Firewall of China”, include the censoring of words such as democracy, human 

rights, dictatorship, communist bandits, massacre, genocide, oppression and even “June 4” that refers to 

the Tiananmen Square protests of 1989 (Wikipedia_contributors, "List of words censored by search engines 

in Mainland China", 2006). It is beyond dispute that Google is violating its own ethical guidelines expressed 

in the “Don’t Be Evil”-motto by complying with this censorship. Google’s reason to abide by China’s censor-

ship laws is that not entering the Chinese market would be even worse (Wickre, 2006; McLaughlin, 2006), 

so the company has actually chosen the lesser of two evils. According to media reports (Cowley, 2006), the 

CEO of Google, Eric Schmidt, told reporters: “We concluded that although we weren’t wild about the re-

strictions, it was even worse to not try to serve those users at all. We actually did an evil scale and decided 

not to serve at all was worse evil”, humorously referring to the informal motto. Actually, it seems that the 

joke is on Google, since the acknowledgement of a choice between two evils undermines the slogan of not 

being evil; it is no longer a question of being evil or not, only of being the lesser evil. In ethical terms it 

represents a movement towards an utilitarian calculus of right and wrong, which is incompatible with the 

deontological statement: “Don’t Be Evil”. 

                                                           
8
 This comparison is not as farfetched as it may seem at first, since open source, Creative Commons and other grass 

root movements share a number of ideals with the hippie movement, in this case applied to computers and informa-

tion.  



 

 

3. From searching to zooming 

3.1. New horizons 

A further expansion of search engines is the technology to match websites with geographical information, 

and this geospatial enhancement of searching has been added to the leading search engines in recent 

years. While processing documents, the search engines attempt to recognize references to locations and 

places and match these with specific geographical information, and Google is one of the search engines 

that have expanded their technology to include geographically specific searches. The service is called 

Google Maps (formerly known as Google Local) and allows the user to search within a geospatial frame of 

reference. A search enquiry for e.g. “Pizza in New York” will produce search results of the enquiry “pizza” 

limited only to websites relating to the geographical location “New York”. This geographical frame of refer-

ence can also be defined by the actual shown map. Obviously, this feature has great potential for users 

interested in finding local information about restaurants, cinemas, theatres, hotels, businesses and many 

other subjects. 

In 2005 Google introduced a virtual globe application called Google Earth. It works by pasting existing im-

agery obtained by satellite or aerial photography in order to produce a coherent, searchable map of the 

entire earth. In addition to the imagery, Google Earth includes a Geographical Information System (GIS), 

which facilitates effective searching and analyzing of spatial data. The accuracy of the maps depends on the 

specific location, and the general rule is that the more dense the population is, the more detailed is the 

satellite imagery. In certain areas, such as the Googleplex
9
 itself, the resolution is about 15 cm per pixel, 

whereas ocean imagery can be of extremely low resolution, however, the baseline resolution is generally 

15 m all over the globe.  

Besides the comprehensive map, Google Earth provides a layer of 3D buildings, currently of 38 US cities, 

and a few other locations, e.g. the Grand Canyon. This digital terrain models
10

 and the 3D buildings allow 

the user to view these selected locations in three dimensions rather than the traditional two dimensions of 

a map. In addition to these features, Google has recently acquired the application SketchUp that allows the 

users to create their own buildings and structures to be used with Google Earth. These and other develop-

ments have contributed to a growing community of users, and a number of blogs has appeared, e.g. Ogle 

Earth, Google Earth Blog and Google Sightseeing
11

, sharing experiences with the application. As the names 

of some of the blogs suggest, the communities are to a large extent based on what can be called virtual 

tourism, as the catchphrase of Google Sightseeing states: “Why bother seeing the world for real?”. On 

these websites, the users are encouraged to send in links to specific locations of interest found using 

Google Earth, and then these sights are posted on the blogs for everybody to see. In this way other users 

can “sightsee” fascinating parts of the globe, including historical place marks and natural formations, while 

sitting in front of the computer. 

                                                           
9
 Googleplex is Google’s company headquarters in Mountain view, California.  

10
 This data is provided by the Shuttle Radar Topography Mission, which is part of NASA research program to obtain 

elevation data. 
11

 Links to the websites: Ogle Earth (http://www.ogleearth.com), Google Earth Blog (http://www.gearthblog.com) and 

Google Sightseeing (http://www.googlesightseeing.com). 



 

 

3.2. A keyhole in the sky 

Interestingly, Google acquired their virtual globe application, formerly known as Earth Viewer, from a com-

pany called Keyhole Inc, which is a name that, of course, hints at voyeurism. This surveillance-related 

theme seems to be central for the potentials of Google Earth, since it facilitates searching and zooming in 

maps thus exposing everything that can be seen from above. As the accuracy of these maps improves and 

the satellite covering of the earth expands, it seems that Google Earth can develop into a genuine keyhole 

in the sky. 

The surveillance potential of Google Earth has led to concerns about personal privacy and even national 

security. So far, technical limitations such as outdated
12

 and inaccurate satellite imagery, especially outside 

of heavily populated areas and outside of the US, has kept the problems relating to personal privacy to a 

minimum, however, some concerns have been mentioned. Among these are residences and properties of 

celebrities, which is often kept private by high walls and security personnel, yet, the privacy protection of 

these locations can easily be penetrated from above. As visual invasion of privacy using Google Earth or 

similar software is a new phenomenon, few jurisdictions exists to protect personal privacy 

(Wikipedia_contributors, "Google Earth", 2006), just as the ethics of this kind of surveillance is relatively 

unexplored. 

The concerns relating to national security have been voiced more often, among others by the South Korean 

government and by Indian President Kalam (Wikipedia_contributors, "Google Earth", 2006; 

Techtree_News_Staff, 2005; WorldTribune.com, 2005). On the Korean Peninsula, the tense situation be-

tween the two neighboring nations is further complicated by the availability of satellite imagery. The bor-

der between North Korea and South Korea is completely sealed by the two million troops guarding it, but 

Google Earth facilitates a new seemingly unavoidable transparency. Apparently, the South Korean presi-

dential residence and sensible military facilities such as restricted air bases, naval ports and even the de-

fense security command can be studied in detail on the available high resolution satellite images, and the 

South Koreans are consequently worried about the security implications. However, the visibility (and vul-

nerability) goes both ways; the notoriously closed North Korea has become visible from above for a global 

audience. Besides the unfamiliar virtual sightseeing of this isolated nation, a number of security related 

sights are visible, including the Yongbyon Scientific Nuclear Research Center, which is a main facility in the 

North Korean nuclear program. In India, President Kalam has expressed concerns similar to those of the 

South Korean government, fearing that detailed images of sensitive areas would be lethal in the hands of 

terrorists and other subversive elements. Among the sensitive sites in India visible to the Google Earth us-

ers are the Army headquarters and other defense establishments, the Parliament House, and the Presiden-

tial residence, The Palace of Rashtrapati Bhavan. 

The virtual sightseeing websites mentioned above (chapter 3.1) also display information relating to per-

sonal privacy and national security. Part of the sightseeing is, of course, to browse the satellite images for 

interesting, sometimes somewhat obscure, places and scenes. Sights
13

 from North Korea are often posted 

on the virtual sightseeing websites, since such places, of course, appeal to the curiosity of “amateur spies” 
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 According to the Google Earth website (http://earth.google.com), images can be up to three years old. 
13

 This and the following examples are collected from the websites mentioned above: Ogle Earth 

(http://www.ogleearth.com), Google Earth Blog (http://www.gearthblog.com) and Google Sightseeing 

(http://www.googlesightseeing.com). 



 

 

due to the notorious secrecy of the nation. Featured sights include general places of interest such as stat-

ues and monuments, but also security related locations such as airfields. Besides locations from all over the 

world, the Google Earth communities mainly focus on the US
14

, and a curious “attraction” found in New 

York City is what appears to be a full-size biplane including runway on the roof of a building in lower Man-

hattan. Furthermore, a number of places relating to current and past events are posted on the virtual sight-

seeing websites, such as the Asian Tsunami in 2004 and Hurricane Katrina in New Orleans in 2006, just as 

place marks for sporting events, e.g. the Tour de France, are available.  

3.3. Live from space 

Following the introduction of detailed satellite images to a global audience, a number of articles (Dasey, 

2005; Ansley, 2005) suggest that the now static satellite images may become live feeds in the near future. 

Currently, the company AstroVision Australia, Ltd. is developing the technology to carry this out, and the 

company is negotiating with Google about the possibility of supplying Google Earth with live imagery from 

space, according to the Sun-Herald (Dasey, 2005). Further, the article states that other major companies, 

including Yahoo!, Microsoft and Mapquest, are currently looking into similar technology, and the managing 

director of AstroVision predicts that “real-time, high-resolution images delivered over the internet, showing 

details such as streets and backyards, are just 15 years away” (Dasey, 2005). 

The possible benefits of such live streaming are many ranging from an early warning system for environ-

mental disasters and unsafe weather to commercial use. To begin with, AstroVision will focus on Australia 

and the surrounding waters, and the detailed, real-time satellite images can provide a very useful overview 

of events. For authorities patrolling the waters the live feed facilitates a way to control a large area, which 

would be very difficult using traditional methods, e.g. information gathered by the patrolling ships. Another 

example could be farmers who needs to be up to date with the weather situation. Real-time satellite im-

ages of an incoming storm, for example, would be very helpful in the efforts to prepare for such events
15

. 

Although live satellite feeds are years away and the details about availability for individual users are un-

known, the potentials of widely distributed real-time, high quality images are very interesting, since it gives 

rise to a number of questions and issues relating to surveillance and ethics. In the following I will sketch out 

and speculate on some of these questions and issues. 

3.3.1. Environment, war and conflict 

If we envision that in a near future the satellite images made available by Google Earth are dynamic and in 

real-time instead of static and up to three years old, then this will have dramatic consequences for the 

identification, tracking and sorting of individuals. Imagine that you want to check on how your friends and 

family are doing, run Google Earth and find comfort in the fact that they are enjoying the afternoon sun in 

the garden – you can see it right there on your screen, real-time and in great detail. Maybe they give a little 

wave and a smile to you when you call them and let them know that you are watching them. Or perhaps 

they feel a bit intimidated by this invasion of privacy, since you and all other users of the live satellite feed 
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 Google Earth has been criticized for having a US bias, in particular the search engine, in relation to units and the 

default locations for names (Wikipedia_contributors, "Google Earth", 2006). This alleged bias also seems to be the 

case in the Google Earth communities, possibly reflecting the users’ nationality and the major part of the available 

high quality satellite images.  
15

 These examples are borrowed from Greg Ansley ("Big Brother's eye in the sky", 2005). 



 

 

can watch every move they make? Knowing the privacy discussions of today, my guess is that most people 

will have – at least at first – mixed feelings about this possible surveillance scenario.  

However, the discussions of surveillance related to such live feeds should not be limited to the familiar 

privacy concerns or even worries of national security; as important as these issues undoubtedly are, they 

are not the only surveillance matters at hand. The issue can be raised to a question of the perception of 

public space in a Foucauldian sense as redistributing power relations. Furthermore on a political level, it is a 

reasonable hope that Google Earth and similar technologies can contribute to the democratization of visual 

surveillance. 

Keeping with this optimistic vision, I suggest that such open access to detailed, live images can be com-

pared to the introduction of street lights centuries ago, which contributed significantly to the reduction of 

crime during the night. The dark streets were a perfect scene for criminals to cover their offences, and simi-

larly to the street light illumination of the city of the nineteenth century, the general availability of detailed, 

up-to-date images of the globe seen from above can contribute to the reduction of crime in the – more or 

less – “dark” areas of today’s world. These include environmental crimes of which many are committed out 

of sight of ordinary people and even authorities such as deliberate oil spills in the ocean. Google Earth with 

live feeds would effectively “illuminate” the oceans as well as other parts of the planet thus making pollut-

ers visible and traceable
16

. 

Moreover, live satellite streaming can be used in contexts of war and conflict. Of course, the military re-

search and development of technology to gather intelligence is unknown to the public, so we can only spe-

culate about such things, but it is very likely that some sort of live satellite coverage is used even today
17

. 

However, live images available on the Internet for everyone to see will change the media construction of 

wars and conflicts. Of course, the prospect of such a display must be unacceptable to the parties in wars 

and conflicts, since the essential secrecy of troop movements and other strategic operations would be 

compromised, though it would be difficult to take precautions against
18

. In case of conflicts involving e.g. 

genocide, it will not be possible for the rest of the world to ignore this out of political expediency, as, tragi-

cally, seen in recent decades. Google Earth featuring live images could provide media, bloggers and other 

users of the service with detailed visual information about and verification of such events as they develop. 

Thus, it would be impossible for the world to turn a blind eye, as live satellite streaming – the “street lights” 

of today – will shed light on even the darkest spots of the globe.  

                                                           
16

 This is, of course, not to say that an “Illuminated” society would be crimeless. To my knowledge, no independent 

studies has proven CCTV to be genuinely crime preventing, thus, nothing suggests that widely distributed live satellite 

streaming would significantly reduce crime. 
17

 Rick Oborn, spokesman for the National Reconnaissance Office, has said: “We will remain a step ahead of commer-

cial capability” (Amato, 2002). 
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 The global positioning system (GPS) used for navigating was developed by the United States Department of De-

fense, and today the department controls the system. Thus, in case of war, it is possible to deploy intentional errors or 

completely remove coverage in order to deny the system to enemy forces (Wikipedia_contributors, "GPS", 2006). As 

the department does not control static or eventual dynamic satellite images, it will be difficult to exercise such censor-

ship. However, an article in the New York Times dating back to 1997 reported that the Pentagon would go as far as to 

develop anti-satellite weapons capable of destroying the imagery satellites (Amato, 2002). 



 

 

3.3.2. Transparency, locational privacy and democracy 

Live streaming from satellites could be an addition to the closed-circuit television (CCTV) in operation on 

the streets today. Regardless of whether CCTV considered is a positive or negative surveillance technology 

for crime prevention and/or detection as well as for society in general, satellite images would certainly 

expand the possibilities for monitoring public and private spaces. The important differences between CCTV 

and live satellite images is, of course, that the latter is not part of a closed circuit; on the contrary, they are 

openly transmitted via the Internet. This makes it impossible to control the live images in the same way as 

CCTV can be controlled, which further seems to confirm the democratization of visual surveillance. In his 

book The Transparent Society: Will Technology Force us to Choose Between Privacy and Freedom? (1998), 

David Brin argues that the intensification of surveillance forces us to choose between two directions of 

society: Either a closed, totalitarian society with the controlling power of surveillance on few hands (a 

“classic” Big Brother society); or a free, transparent society with massive surveillance, which is available for 

everybody (Brin, 1998). Not surprisingly, Brin suggests that we choose the latter, however, it seems that we 

really do not have a choice. The surveillance-potential of searching and zooming is extraordinary, and it 

appears to be difficult to harness its inherent power, so we might be heading towards a massive surveil-

lance society with limited privacy – but without Big Brother. 

Another aspect of visual surveillance and privacy is discussed by Mark Monmonier in his Spying with Maps: 

Surveillance Technologies and the Future of Privacy (2002). Monmonier argues that spatial data from satel-

lite imagery represent a powerful way of combining hitherto unconnected information about personal 

spending habits, possessions and about behaviors and preferences. To counter this potentially privacy-

invading combination of disparate information flows, Monmonier suggests that “locational privacy” is rec-

ognized as a basic right similarly to other human rights. This is a social response to a technological devel-

opment which facilitates easy determination, archiving and selling of information regarding people’s whe-

reabouts (Monmonier, 2002, 175-76). 

3.3.3. A new perspective on entertainment and advertisement 

Furthermore, outdoor sporting events could be a possible target for live satellite streaming. Open stadiums 

allow the user of the live streams to watch games from above and even to control the perspective by zoom-

ing and panning. The Tour de France is another sporting event which is an obvious candidate for such tar-

geting. For the 2006 edition, Google and the Tour de France collaborated on a 3D version of the route in 

order for the spectators to “rediscover the Tour with Google Earth” and to “experience the Tour just like a 

rider” (Tour_de_France, 2006). This sport is practiced in the landscape, so the mapping of the route to see 

in Google Earth makes good sense, however, the route is, of course, only marked on static satellite images. 

In a future with live satellite streaming, cycling fans can follow the riders through mountains and valleys 

from a new, controllable perspective. 

A related potential in regards to entertainment and live satellite streaming is advertising. Even now, Google 

Earth has been used for advertisement in connection with an anniversary edition of the men’s magazine 

Maxim (Maxim_online, 2006). To celebrate the 100th issue, the magazine constructed a very large cover of 

the magazine to put on display in the desert near Las Vegas, Nevada. The 23 x 34 meter large billboard is 

made out of vinyl mesh and placed on the ground surface, which makes the ideal position for viewing to be 

above the ground, or as Maxim puts it: “[T]his colossal babe can be seen from outer space using Google 

Earth … get ready for a UFOs-eye view of gigantic hotness” (Maxim_online, 2006). The idea of using Google 



 

 

Earth for advertisement has gained a lot of attention, and it is likely that it will inspire other advertisers. 

With live streaming satellite imagery, the possibilities for advertising expands even more and will perhaps 

grow into a new branch of advertising similar to so-called “viral advertising”
19

 seen on the Internet today. 

4. Conclusion 
Surfing, searching and zooming represent generations of web culture, which all contribute to the shaping of 

new ethical scenarios, and central to the development are the questions relating to surveillance. The pri-

vacy issues inherent in the expansion of surveillance are serious and must be dealt with accordingly. Hin-

man’s suggestion of algorithm transparency as well as accountability for search engines seems to be a good 

beginning, however, few directions of how to implement this is offered. Introna and Nissenbaum’s sugges-

tion of giving public support to the development of a transparent, egalitarian and inclusive search engine 

technology is sympathetic, but the idea represents a monumental challenge and a number questions arise 

about the details in such an endeavor. Nevertheless, it seems far from impossible, and recent develop-

ments in social networking and Web 2.0 suggest that collective, open-source projects is a promising direc-

tion of thinking. 

In my opinion, surveillance in searching represents an opportunity as well as a danger. Besides raising 

awareness of environmental issues and providing new perspectives on entertainment and advertising, the 

democratization of surveillance is a pivotal point in regards to having a positive influence on the ethics of 

the emergent search culture. It is important to throw light on the theoretical, practical and technical as-

pects of the development in order to shape the ethical scenario, which appears in the wake of this search 

culture, and my humble ambitions have been fulfilled if this paper contributes to that end. 
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